artifacts and those that are not. Applying informatics principles to credentialing research holds promise for creating the infrastructure needed to support credentialing research. This paper briefly summarizes the role of informatics in building a credentialing research infrastructure and in addressing key issues involved in securing, managing, and using data and information associated with credentialing.
OVERVIEW OF HEALTH CARE INFORMATICS
Health informatics supports health by integrating health care information management with communication technology and information processing (Bernstam et al., 2010) . This discipline is at the intersection of information science, computer sciences, and social science, and provides an infrastructure for the discovery of new knowledge. Health informatics involves all aspects of acquiring, organizing, managing, communicating, and using health care-related data, information, and knowledge that enable decision making (Kulikowski et al., 2012) . Health informatics is derived from the information science processing model, which posits that data captured in the right context, and transformed into information through active data management, becomes knowledge and then wisdom for an organization (ANA, 2013) .
This field has facilitated the development of information systems such as the electronic health record (EHR) and activities such as Health Information Exchange (HIE). The EHR is defined as a longitudinal electronic record of patient health information compiled at one or more meetings in any care delivery setting (HIMSS, 2010 ) that can be used for real-time documentation and retrospective analyses. The EHR can create a comprehensive record of a clinical patient encounter, and directly or indirectly support numerous health care activities, including evidence-based decision support, quality management, and outcomes reporting (HIMSS, 2010) . HIE is the movement of health information that allows health care professionals and patients to appropriately and securely access and share a patient's personal health information electronically (HealthIT.gov, 2014) . HIE has evolved with the growth in electronic data and the increased demand for accessible, usable, and interoperable datasets, and has helped overcome some of the barriers associated with data sharing among proprietary EHR systems.
Health informatics principles can be used to identify required data elements, definitions, standard terminologies, and the infrastructure needed for data representation in credentialing research. Whether the data reside in small databases, large data warehouses, or in the "cloud," informatics approaches (including temporal reasoning, semantic normalization operations, information retrieval, and big data analytics) can be used to systematically identify, integrate, process, and deliver data, information, and knowledge for researchers, clinicians, and decision makers. Informatics provides the infrastructure needed for conducting research on credentialing, and for exploring its role in facilitating health care decision making.
IMPORTANCE OF INTEROPERABILITY
Interoperability is defined as "the ability of two or more systems or components to exchange information and to use the information that has been exchanged" (Geraci et al., 1991, p. 610) . This is the ability to effectively and securely exchange data among information networks, while preserving the operational meaning of that data (IEEE, 2000) . Interoperability is essential to accessing data across time and care settings, regardless of where the data originated. The ability of information systems to exchange data in a manner that preserves context and meaning requires data governance. When data in one database cannot be linked to or associated with data in other databases, the electronic processes of organizing, storing, and using data become limited.
Interoperability can be achieved at different levels, as shown in Table 1 . Data embedded in paper forms are at the lowest level of interoperability, because the forms, data, and information can be shared and used by humans, but it cannot be processed by computers. At the highest level of interoperability, electronic data are structured, coded, and computable. These data are in a format that a computer can comprehend and process; for example, they can provide real-time alerts to clinicians on drug allergies or drug-drug interactions (GAO, 2010) . GAO, 2010. In the context of interoperability to support the provision of health care, data standards must be maintained to meet the information-sharing needs of varied care settings, clinicians, patients, and population health care environments. The interoperable exchange of health information can decrease costs by eliminating duplicate tests, improving administrative efficiencies, improving the accessibility of health care information, and providing information to decrease repetitive input. Interoperability can improve the quality of care by minimizing errors related to insufficient information (e.g., allergic reactions to medications), and by enhancing the accessibility of health care information (GAO, 2010; Sensmeier and Halley, 2011, p. 210) .
As is true with health care, an interoperable computing environment for information systems is needed to achieve the goals of credentialing research. Considering the importance of assessing the effect of credentialing on patient outcomes and establishing efficient and highquality care for patients, the EHR must be designed to enable interoperability between different health care organizations directly and indirectly involved in patient care. Interoperability has to meet legal, ethical, and organizational requirements in a flexible and portable manner. Interoperability and the consistent adoption and use of standards are needed for both care delivery and credentialing research.
Achieving interoperability is a challenging, time-consuming, and costly problem. A root cause is that "organizational systems are often conceived, specified, architected, designed, built, and managed independently of one another" (Choi and Sage, 2012, p. 1) . Moreover, information systems and applications have been developed for the purpose of supporting the unique business objectives of a single organization. Achieving interoperability requires that business objectives and goals span multiple organizations and settings. Achieving widespread interoperability is costly. According to a report by the Software Engineering Institute of Carnegie Mellon University, achieving semantic interoperability (e.g., Level 4 from Table 1) increases the total cost of a program by 40 percent (Levine et al., 2003) . A National Institute of Standards and Technology (NIST) commissioned study reports $15.8 billion in annual interoperability costs for the capital facility industry (NIST, 2004) . However, studies conducted in other industries suggest that the costs associated with the lack of interoperability can be even more costly. In fact, a NIST-commissioned study states that at least a $1 billion per year loss for the U.S. automotive supply chain is due to imperfect interoperability (NIST, 2004) . These difficulties must be addressed if the quality of health care and credentialing research is to improve.
THE IMPORTANCE OF DATA HARMONIZATION
Data harmonization has been defined as the process of standardizing definitions for core data elements from a variety of sources needed to provide effective care and to conduct reliable research (Liu et al., 2010) . Health care data that are harmonized can interface with related data from clinical diagnosis and treatment activities (Liu et al., 2010) . Harmonization of credentialing data can enable the assessment of events or outcomes that are associated with individual and organizational credentialing and could also inform credentialing research.
Given the lack of harmonization and current data structures and repositories, it is not possible to isolate the independent effect of a credentialed health care clinician on a particular patient or group of patients. Although it may be assumed that information captured in EHRs across sites of care could be used to assess clinical practices or practice patterns of credentialed versus non-credentialed health care clinicians and organizations, robust methods for isolating the effect of the care provided by a single health care clinician (e.g., physician or nurse) generally do not exist. This is further complicated by the lack of a common data model able to define the complete set of data needed to perform this research. In addition to organizational, health care, and credentialing data, a credentialing data model would include potential confounding factors not captured in EHRs, such as differences in clinical setting and the attitudes, critical thinking/reasoning abilities, education, and experience of clinicians.
An important component of data harmonization is the process of standardizing definitions for core data elements from multiple sources critical to effective care delivery and reliable research (Liu et al., 2010) . A significant challenge related to research on the impact of credentials or the credentialing process centers on the lack of alignment of definitions and the inconsistency of the data collection processes. Given the array of available credentialing (both organization and individual), efforts to assess trends or comparisons are not currently feasible. Additionally, many different credentials are used within health care. Each credential may have different eligibility requirements and competencies, and there is wide variation in the evaluation criteria of the multitude of available credentialing programs (ICN, 2009 ). For example, there are many types of credentials for individuals, including state licensure, board certification for physicians, and certifications for skills and knowledge competency such as cardiopulmonary resuscitation (CPR). Simply capturing whether or not a clinician is credentialed makes it impossible to distinguish CPR credentials from the credentials of an advanced practice nurse. Similar issues are involved in comparing credentialed health care organizations. For example, it would not be methodologically sound to compare outcomes at Baldrige-awarded hospitals to outcomes at Magnet-recognized hospitals, without first comparing the differences in the criteria for the two programs. A process is needed for identifying areas of similarity that can be harmonized, and for recognizing differences in organizational and operational characteristics that could serve as mediating, moderating, or modifying variables in the analysis.
Because the credentialing process (e.g., education, assessment, and evaluation of an individual's competency) varies by type of credential and credentialing organization, clear definitions of each credential and the associated data elements used in assessment and evaluation are needed. Specifically, a credentialing data model is needed to define the core set of data (e.g., health care, organizational, credentialing, individual clinician) required to evaluate the impact of credentialing on patient, clinician, and organizational outcomes. A common data model would explicitly define the data to be captured, how it would be used, and how credentialing data elements would relate to each other. This would promote credentialing data that are both logically and physically organized within organizational databases, and would ensure that consistent credentialing data are available across organizations. A common data model would also facilitate standardization of the credentialing data collected across organizations, an agreement on metrics, the data elements needed to populate the metrics, and the terminologies needed to represent those data elements. A common credentialing data model would facilitate harmonization of credentialing data and support widespread interoperability.
MEANINGFUL CREDENTIALING DATA
The recent passage of the American Recovery and Reinvestment Act is expected to improve the quality of care by promoting adoption and "Meaningful Use (MU)" of EHRs.
2 The MU criteria put in place by the Centers for Medicare & Medicaid Services require health care organizations and clinicians to demonstrate MU of electronic systems, including EHRs, and to ensure that the data within them are used to improve the quality, cost, and outcomes of health care (CMS, 2014) . The first stage of MU focused on improved data quality by standardizing the types of data that are captured within EHRs and the data that are available for sharing across sites and levels of care. Before the implementation of MU, decisions involving EHR clinical content selection and the data format for tracking patient encounters and related outcomes were at the discretion of the organization collecting and maintaining the data. This led to wide variation among data formats and the type of data collected. Over time, the goal of MU is to improve the quality of health care in the United States through better patient and population outcomes.
3 A focus on the MU principles of data standardization and sharing is needed for credentialing data to provide a foundation to support assessment of the unique contributions that credentialed clinicians or organizations make to patient outcomes. As with EHR data, credentialing data are diverse and come from multiple streams. Health care data used, or potentially used, for evaluating the impact of credentialing can be complex. Identifying and standardizing the data elements needed to support credentialing research is needed, but working with health care data can be challenging. In the absence of a defined set of credentialing data elements, existing health care datasets are mined for data that can be used to support credentialing research. But this practice has its limitations. Health care datasets often have unique definitions and content, reflect different time frames, and may be in a state of flux. For example, hospitals and other health care organizations use the Universal Billing Form (UB-04) for collecting patient health care services data from their organizations in order to submit bills to Medicare and other payers for reimbursement. Data included in the UB-04 form include: patient status, condition codes, revenue codes, HCPCS or CPT 4 procedure codes, and diagnosis codes (CMS, 2006) . While these codes could provide valuable information related to patient usage and diagnoses, they are not clinically focused, and may not have the level of granularity necessary to evaluate the impact of credentialing on patient outcomes. In addition, the data are aggregated at the hospital level; even if they could be used for assessing the effect of organizational credentialing, they would not be suitable for differentiating care rendered by individual clinicians with and without credentials. These data are also limited in that the consistency, accuracy, and timeliness of the data collected by the UB-04 are subject to frequent updates, due to corrections and payment updates (e.g., adjudication or reversal). This can create multiple versions of essentially the same data. Other examples of data challenges relate to a general lack of attention to the desiderata for controlled medical vocabularies (Cimino, 1998) that are found within many health care databases. These databases are often subject to changes in the definition or name of a variable, or the addition or elimination of new or old variables. For example, a credentialing organization may change the variables in their credentialing database when the requirements for a particular credential are changed or the credential is no longer offered.
As previously stated, the data required to conduct credentialing research are available in many formats, including paper-based documents or summaries, and electronic databases. Even when available electronically, data can be in a free-text format or stored in isolated or relational databases (Wullianallur and Raghupathi, 2014, p. 5) . If health care service and credentialing organizations applied the intent and objectives of MU, then the data and information on credentialing and credentials could be effectively linked to operational, economic, and patient outcome data, and be accessible for trend comparison and for research purposes. To achieve credentialing data that are interoperable across organizations, new governance and technology for storage and new methods for capturing and processing data are needed. The data would need to be formalized with clear identification of data elements. 5 Credentialing data are diverse, and a range of data is needed to support credentialing research. Data elements associated with the initiation of a license or certification are needed on the individual provider level. Patient, health care, and organizational data are also needed to conduct longitudinal analyses of patient or organizational outcomes. As with MU, specification of credentialing data, standardizing of data elements, and sharing are prerequisites for developing analytic datasets that will enable the identification and analysis of relationships, and identification of the associations needed to conduct credentialing research.
An overarching goal of credentialing research is to determine the impact of credentialing and differentiate the effects of credentialed organizations or clinicians. To achieve this goal, the principles of MU should be applied to credentialing data. This requires first identifying data and information that isolates the factor(s) or characteristic(s) that are associated, or potentially associated, with having a credential. Credentialing data should be clearly defined using standard metrics, which may exist or need to be developed. Consideration of some of the major factors affecting patient outcomes, as presented in Table 2 (see below), may move our understanding of the impact and effect of credentialing beyond what is currently known. However, the manner in which these data are defined, attained, and managed currently vary between credentialing and health care organizations. Moreover, the data collected exist at different levels of granularity and are suited to different purposes. As was true for health care data before MU, the credentialing data and information an organization maintains are organization-specific, and may not be useful for purposes beyond the management of its own credentialing program. As noted in Table 2 , credentialing data come from many sources and there are advantages and challenges unique to each source of data. Although data from EHRs may be accessible, there is no national data repository for credentialing of clinicians and organizations. Instead, the majority of credentialing data reside in proprietary databases. For example, ANCC collects and maintains data on organizations and individual clinicians that receive credentialing through one of their many programs. While some of these data have been used in research, other data are used for program management purposes, and comparable data are not available for organizations and clinicians who are not certified. Without a national data repository or standardized data requirements, data collected and maintained by credentialing organizations and health care organizations will vary. Other organizations, such as for-profit credentialing verification organizations, collect and maintain proprietary data on clinician credentials (e.g., licensure and practice/employment history), but these databases are not accessible for research and may not be current. A large proportion of data reflecting individual credentialing is derived primarily from self-report. Some credentialing organizations verify information through defined processes and have defined data management methodology, while others have limited or no standardization. The variability in data sources and contents is a key barrier to the depth and breadth of the data needed to support credentialing research.
Previous research on credentialing provides some examples of how data are used to assess the effect of organizational credentialing. For example, ANCC data linked at the hospital level to other databases has been used to compare Magnet Recognition Program hospitals to those without Magnet credentialing. These studies used the Magnet recognition credential as a dichotomous variable (e.g., Magnet vs. non-Magnet) (Evans et al., 2014; Stimpfel et al., 2014; Kalisch and Lee, 2012; Aiken et al., 1994) , and as the only characteristic to signal an organization with a potentially different care environment and patient outcomes. While these studies have been able to differentiate the two types of organizations, there tend to be more clinicians with individual credentials in Magnet hospitals. Thus, it may not be easy to differentiate a health care organization by a single variable, nor may a single variable adequately represent the effect of organizational certification. Other studies have assessed additional hospital characteristics, such as work environment (McHugh et al., 2013) , nurse staffing and education (Aiken et al., 2011) , hospital size, ownership, resources, and teaching status (Abraham et al., 2011; Powers and Sanders, 2013) , in order to determine the differences among hospitals that opted for Magnet recognition.
Data use and analysis for purposes of providing health care services, as well as conducting research (including credentialing research), are facilitated by standardization of data elements, and an electronic format that is structured and coded. Yet, for many health care organizations, the value of data they collect, store, and maintain is dependent on several factors, including the way that data and information are stored; which platform is used; the capability of information systems to process data; and the opportunity to retrieve data in a manner that can be used to effectively inform clinical practice, decision making, and research. As a whole, the degree to which electronic data are complete, accurate, and consistent is as important as the ability of that data to be readily extracted and reused for credentialing research.
The ability to access and use health care data also depends on the ability to exchange and link data both meaningfully and accurately in order to facilitate health care and enable researchers to address key questions regarding credentialing research. At a minimum, databases need to be designed and maintained with a governance structure that enables access and use. Informatics principles provide a pragmatic approach to solving problems with data and knowledge, taking into account the limitations of electronic data.
BARRIERS TO OPTIMAL DATA MANAGEMENT AND USE
Despite the increased amount of electronic data, data-driven research approaches to evaluating key questions are dependent on the accessibility of data. This may be problematic for those charged with balancing the desire to make data accessible with the obligation to protect privacy and preserve intellectual capital. In addition to access, researchers must have the technology, knowledge, and expertise necessary to understand and effectively manage the data made available to them.
Other barriers to credentialing research include those related to data content, format, and quality. The majority of the data that may potentially be used to assess the outcomes of credentialing were originally collected for other purposes. Although some of these data can be reused, their contents may be extensively heterogeneous, reflecting the socio-organizational characteristics of the credentialing and health care organizations that first collected the data. Moreover, there are inherent data integrity challenges associated with changes in program goals, lack of standard definitions, and an overall lack of attention to established desiderata (Cimino, 1998 ) that make it difficult to harmonize existing data. In addition, if data are not near-real-time, comprehensive, consistent, complete, and systematically collected from credentialed organizations and clinicians, then the quality of the data may be questionable. This limits both the ability to conduct research and the methods available to address systematic biases and other limitations of the data. Data quality is a barrier that warrants further research.
To evaluate the impact of credentialing on patient and organizational outcomes, a variety of patient, clinician, organizational, and credentialing data are required. In addition, approaches are needed to link these data, which currently arise from disparate sources. Historically, the electronic availability of health care information has emphasized the formal implementation of EHRs (Wullianallur and Kesh, 2007) . Most of these EHRs are composed of applications and relational databases that focus on intra-enterprise information systems. Few EHR systems are fully functional, scalable, distributed, and interoperable. EHR systems capture patient information. External information systems, such as organizational and credentialing systems, are also needed to conduct credentialing research. Creating a technical environment where all of the data needed to conduct credentialing research is available will require a transformation from the current state characterized by a lack of harmonization and interoperability, to the desired future state of widespread harmonization and interoperability. This transformation is an opportunity that must be seized in order to enable researchers to answer the question, "Does credentialing make a difference in patient outcomes?"
MOVING FORWARD
An essential requirement for credentialing research is a technical architecture to facilitate harmonization of credentialing data, and interoperability of systems used to capture credentialing data. A common data model is needed to support the business requirements (see above section on Importance of Interoperability) associated with credentialing and credentialing research. Currently, there is a paucity of agreement regarding what data related to individual and organizational credentials should be collected. Given the wide array of data required to evaluate the impact of credentialing, research is needed to explore data models that delineate health care, provider, organizational, and credentialing data. Research is also needed to define the range of data required for large-scale credentialing research, and for exploring the impact of credentialing on patient and organizational outcomes.
In addition to a common data model, cloud computing may offer another technical architecture that supports interoperability. NIST defines cloud computing as "a model for enabling ubiquitous, convenient, on-demand network access to a shared pool of configurable computing resources (e.g., networks, servers, storage, applications, and services) that can be rapidly provisioned and released with minimal management effort or service provider interaction" (NIST, 2011, p. 2) . Shared, cloud-based big data solutions can provide a mechanism for accessing the health care, provider, organizational, and credentialing data required for largescale credentialing research. The adoption of cloud computing could facilitate credentialing research and discovery through big data aggregation, mining, and analysis. However, common data models are a prerequisite for both service-oriented architecture and for cloud-computing solutions. Therefore, federal support is needed for research that defines the data, data structures, and relationships required to measure the impact of credentialing.
CONCLUSION
The application of health care informatics principles to transform data into information, knowledge, and wisdom can facilitate the future of credentialing research. This research needs to focus on the effects of individual and organizational credentialing on outcomes. A prerequisite is that data must be captured and structured in a manner that enables the support of this research. The informatics infrastructure currently in place to support credentialing research is deficient. There is great variety in the contents, size, and format of health care datasets that could potentially be used in credentialing research. A common data model and sound technical architectures are needed to bridge this variation, and to promote interoperability among the multitude of systems used to capture pertinent data. Research funding is needed to achieve consensus on a common data model, and to explore technical architectures that are based on standards and are vendor, product, and technology independent. These efforts would allow researchers to isolate the effect that credentials and credentialing have on quality of care and patient outcomes.
